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Abstract

This paper outlines a package synchronization scheme for blind speech watermarking in the discrete wavelet
transform (DWT) domain. Following two-level DWT decomposition, watermark bits and synchronization codes are
embedded within selected frames in the second-level approximation and detail subbands, respectively. The
embedded synchronization code is used for frame alignment and as a location indicator. Tagging voice active
frames with sufficient intensity makes it possible to avoid ineffective watermarking during the silence segments
commonly associated with speech utterances. We introduce a novel method referred to as adaptive mean
modulation (AMM) to perform binary embedding of packaged information. The quantization steps used in mean
modulation are recursively derived from previous DWT coefficients. The proposed formulation allows for the direct
assignment of embedding strength. Experiment results show that the proposed DWT-AMM is able to preserve
speech quality at a level comparable to that of two other DWT-based methods, which also operate at a payload
capacity of 200 bits per second. DWT-AMM exhibits superior robustness in terms of bit error rates, as long as the
recovery of adaptive quantization steps is secured.

Keywords: Blind speech watermarking, Adaptive mean modulation, Package synchronization, Discrete wavelet
transform

1 Introduction
In the digital era, copyright protection of multimedia data
(e.g., images, audios, and videos) is an important issue for
content owners and service providers. Digital watermarking
technology has received considerable attention owing to its
potential application to the protection of intellectual prop-
erty rights, content authentication, fingerprinting, and cov-
ert communications. Watermarking technology generally
takes four factors (i.e., imperceptibility, security, robustness,
and capacity) into consideration [1, 2]. An ideal watermark-
ing algorithm minimizes perceptual distortion due to signal
alteration while embedding a sufficient quantity of informa-
tion within a host signal to ensure resistance against mali-
cious attacks. The fact that the requirements of capacity,
robustness, and imperceptibility are contradictory necessi-
tates a tradeoff in the design of various watermarking

schemes. For example, medical information systems are pri-
marily intended to provide security and ensure the integrity
of information, whereas payload capacity is of paramount
importance in air traffic control systems. The annotation
watermarking of music products emphasizes imperceptibil-
ity and robustness.
Robust watermarks are strongly resistant to attacks,

whereas fragile watermarks are supposed to crumble
under any attempt at tampering. There are numerous
ways to categorize watermarking techniques. Depending
on the requirement of the source material, watermarking
schemes can be classified as blind, semi-blind, and non-
blind. Blind watermarking is designed to recover an em-
bedded watermark without the presence of the original
source, while the non-blind approach can only be carried
out using the original source. Semi-blind watermarking in-
volves situations where information other than the source
itself is required for watermark extraction.
Over the past two decades, numerous watermarking

methods have been developed for images, audios, and
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videos. Far less attention has been paid to the water-
marking of speech signals. Speech is a specific form of
audio signal; therefore, the techniques developed for
audio watermarking are presumed to be applicable to
speech watermarking. However, speech differs from typ-
ical audio signals with regard to spectral bandwidth, in-
tensity distribution, signal continuity, and production
modeling [3, 4]. The techniques developed for audio
watermarking are not necessarily suitable for speech
watermarking [5].
In [6], Hofbauer et al. exploited the fact that the ear is

insensitive to the phase of a signal in non-voiced speech.
They performed speech watermarking by replacing the
excitation signal of an autoregressive representation in
non-voiced segments. Chen and Liu [7] modified the
position indices of selected excitation pulses in a water-
marking scheme based on the codebook-excited linear
prediction (CELP)-based speech codec. Coumou and
Sharma [8] embedded data via pitch modification in
voiced segments. The fact that multiple voiced segments
may coalesce into a single voiced segment (or vice-versa)
in a communication channel means that mismatches in
voiced segments can lead to insertion, deletion, and
substitution errors in the estimates of embedded data.
They resorted to a concatenated coding scheme for
synchronization and error recovery.
The vocal tract transfer function modeled by linear

prediction (LP) has also been employed as an embedded
target. Chen and Zhu [9] achieved robust watermarking
by embedding watermark bits into codebook indices,
while applying multistage vector quantization (MSVQ)
to the derived LP coefficients. Yan and Guo [10] converted
the LP coefficients to reflection coefficients, which were
then transformed to inverse sine (IS) parameters. Water-
mark embedding was achieved by modifying the IS parame-
ters using odd-even modulation [11].
Many watermarking algorithms applied to audio signals

are implemented in the transform domain, such as
discrete Fourier transform (DFT) [12–14], discrete cosine
transform (DCT) [15–19], discrete wavelet transform
(DWT) [15, 20–24], and cepstrum [25–27]. The objective
is to take advantage of signal characteristics and/or auditory
properties [28]. Among the transforms used to perform
audio watermarking, DWT is currently the most popular
due to its perfect reconstruction and good multi-resolution
characteristics. The effectiveness of this approach in audio
watermarking leads to conclude that it may also work for
speech watermarking as well if speech characteristics can
be adequately taken into account.
In this study, we introduce a robust blind watermarking

scheme for hiding two types of information (watermark
bits and synchronization codes) within embeddable re-
gions of DWT subbands designated as information pack-
ages. The position of the synchronization codes is used in

frame alignment to indicate the start of packaged binary
data. This scheme allows the watermark to be dissembled
into parts during the embedding phase and reassembled
during extraction.
The remainder of this paper is organized as follows.

Section 2 describes the watermarking framework, whereby
information bits and synchronization codes are embedded
in selected DWT subbands. Section 3 discusses configur-
ing the watermark to cope with speech signals. We also
outline a package strategy used for information grouping
and synchronization and delineate the complete water-
marking process. Section 4 presents experiment results
aimed at evaluating speech quality and watermark robust-
ness against commonly encountered attacks. Conclusions
are drawn in Section 5.

2 Mean modulation in the DWT domain
In this study, we embedded two types of binary data (water-
mark bits and synchronization codes) within the same time
frame under the same framework. This was achieved using
DWT to conduct signal decomposition, thus allowing the
embedding of different types of binary data within separate
DWT subbands. However, the detectability of the embedded
binary information differs somewhat between the watermark
bits and synchronization codes. Unlike watermarks, where
each bit conveys individual information, the bit sequence of
a synchronization code can be considered a distinct entity.
The existence of the synchronization code depends on a cer-
tain number of bits being recognizable, which means that
the synchronization code may have some tolerance for
faults. Thus, the watermark bits in our design are inserted
within the lowest subband, wherein the coefficient magni-
tudes are larger than that observed in the subband used for
the insertion of synchronization codes. Larger coefficients
enable the use of stronger strengths to embed watermark
bits. This is conducive to the robustness of the watermark
and helps to keep it perceptually imperceptible.

2.1 Watermarking by adaptive mean modulation in DWT
domain
Assuming that a speech signal is sampled at a rate of
16 kHz with 16-bit resolution, a two-level one-dimensional
(1-D) DWT is employed to decompose the speech signal
into a single approximation subband and two detail sub-
bands. Here, the second-level DWT is performed on the
approximation coefficients obtained from the first-level
DWT of the host speech signal. The Daubechies-8 basis
[29] is used as a wavelet function. Thus, the resulting
second-level approximation subband occupies a frequency
range roughly between 0 and 2000 Hz, while the second-
level detail subband spans 2000 to 4000 kHz. The spectral
density of speech signals is normally concentrated below
4 kHz; therefore, these two subbands are considered suit-
able candidates for watermarking applications. Analogous
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to most watermarking methods, we divide the selected
DWT coefficients into frames in order to facilitate the em-
bedding and detection of watermarks. Within each frame, l
adjacent coefficients, termed c(i)’s, drawn from the selected
subband are gathered as a subgroup for the implementa-
tion of binary embedding.

Gk ¼ c κk þ 1ð Þ; c κk þ 2ð Þ; ⋯ ; c κk þ lð Þf g; κk ¼ k−1ð Þl:
ð1Þ

In this study, the embedding of a binary bit wk within
Gk is achieved by modulating the coefficient mean mk,
which is defined as follows, using quantization index
modulation (QIM) [30]:

mk ¼ 1
l

Xl

i¼1

c κk þ ið Þ: ð2Þ

The formulation of the QIM can be expressed as

mˆk ¼
⌊mk

Δk
þ 0:5⌋Δk ; if wk ¼ 0;

⌊mk

Δk
⌋Δk þ Δk

2
; if wk ¼ 1;

8>>>><
>>>>:

ð3Þ

where ⌊ • ⌋ denotes the floor function and Δk represents
a quantization step. In essence, Eq. (3) changes mk to
the nearest integer multiple of Δk if wk = 0 and to the
middle of two integers multiples of Δk whenever wk = 1.
We note that QIM can be regarded as a special case of
dither modulation [30, 31], wherein dither noise is added
first and then quantized. The distortion compensation
technique introduced in [30, 32] may also be incorpo-
rated into the quantization realization. Distortion com-
pensated QIM allows the adjustment of the quantization
steps without introducing extra distortion while pursu-
ing robustness. In our former studies [33, 34], we have
shown that the incorporation of distortion compensation
into QIM can successfully enhance the robustness of the
watermark while the imperceptibility is still maintained.
In this study, the mean value of the coefficients in each

subgroup is selected as the embedding target because this
statistical property is less susceptible to intentional attacks
and/or unintentional modifications. Besides the insuscep-
tibility to probable perturbation, employing the mean
value as the embedding target makes it fairly easy to con-
trol the signal-to-watermark ratio, while using mean
modulation for binary embedding. The robustness of the
embedded watermark generally depends on the number
of involved coefficients (i.e., l) and the embedding strength
characterized by the quantization step size (i.e., Δk). Our
scheme shares some similarities with those in [35, 36],
where the one in [35] changed the DWTcoefficients based
on the average of a relevant frame and the one in [36]

took into account the average of the linear regression of
fast Fourier transform (FFT) values.
With QIM embedding, embedding strength is reflected

in the quantization step size. The use of a large step size
tends to increase robustness but impair quality by impos-
ing more alterations to the speech signal. Making the em-
bedded watermarks inaudible would require suppressing
the distortion below the auditory masking threshold. Be-
cause the maximum tolerable noise level in each critical
band is generally proportional to the short-time energy of
the host speech, a sensible strategy involves adapting the
quantization step according to the intensity of the speech
segment. In other words, the quantization step is aug-
mented when the energy of the DWT coefficients climbs,
and it is reduced when the energy drops. By referring to
the approach presented in [37], we derive the local energy
level from previous coefficients in a recursive manner.

ρk ¼ 1−αð Þρ̂k−1 þ αρk−1; ð4Þ

where ρ̂k−1 ¼
Xl

i¼1
ĉ2 κk−1 þ ið Þ is the energy computed

from the modified coefficients in the (k − 1)th subgroup
and ρk is the output of the first-order recursive low-pass
filter. α is a positive controlling parameter deliberately
rendering a unity DC gain. It should be pointed out that
the coefficients in the current subgroup cannot be used
for estimation, due to the fact that they are about to be
modified by watermarking. Consequently, ρk can be
regarded as an estimate of the short-time energy deriv-
able from previous coefficients. Owing to the short-time
stability of speech signals, the resulting ρk can be
regarded as a smoothed version of ρ̂k .
The acquisition of short-time energy ρk makes it possible

to regulate the signal-to-watermark ratio, which is defined
as the energy ratio between the signal and watermarking
perturbation measured in decibels. The relationship among
ρk , η, and Δk is expressed mathematically as follows:

10

η

10 ¼

Xl

i¼1

c2 κk þ ið Þ

E
Xl

i¼1

ĉ κk þ ið Þ−c κk þ ið Þð Þ2
" #

≈

Xl

i¼1

c2 κk þ ið Þ

Δ2
k

12

≈
12ρk
Δ2
k

;

ð5Þ

where E[•] denotes the expected probability distribution.
The term on the left-hand side of Eq. (5) is meant to
convert a specific decibel value η to its linear magnitude,
while the numerator and denominator of the fractional
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expression on the right-hand side of Eq. (5) denote the
energy levels of the signal and noise, respectively. The
alteration due to the QIM in Eq. (3) is presumably dis-
tributed uniformly over [−Δk/2, Δk/2]. As a result, Δk can
be computed directly once η is specified, as follows:

Δk≈
ffiffiffiffiffiffiffiffiffiffi
12ρk

p � 10−
η
20: ð6Þ

Following the acquisition of m̂k as in Eq. (3), binary
embedding in each subgroup is accomplished by modify-
ing the corresponding DWT coefficients.

ĉ κk þ ið Þ ¼ c κk þ ið Þ−mk þ m̂k : ð7Þ
After all of the watermark bits are embedded within

designated DWT subbands, we take inverse DWT to ob-
tain the watermarked speech signal using the modified
subband coefficients.
Watermark extraction follows the basic procedure used

in embedding. After applying two-level DWT to the water-
marked file, the coefficients in the selected subband are di-
vided into subgroups in order to derive the coefficient
mean ~mk and quantization step ~Δk using Eqs. (2) and (6).
The watermark bit ~wk residing in each subgroup is ex-
tracted based on standard QIM:

~wk ¼ 1; if
~mk

~Δk
−⌊ ~mk

~Δk
⌋−0:5

����
����≤0:25;

0; otherwise;

8<
: ð8Þ

where the tilde atop participating variables implies the
effect of possible attacks.

2.2 Frame synchronization via DWT-AMM
The prerequisite for accurate watermark extraction
using the abovementioned adaptive mean modulation
(AMM) scheme is the perfect alignment of the boundary
of each subgroup. A simple strategy by which to
synchronize the locations used in watermark insertion
and detection is to insert synchronization codes within
the host signal. Actual watermark extraction begins after
identifying the locations of the synchronization codes.
In fact, mean modulation with a fixed quantization

step has previously been explored for the embedding of
synchronization codes in the time domain for many
audio watermarking algorithms [14, 15, 17, 23, 38]. In
principle, watermark bits and synchronization codes are
hidden in different segments of the audio file to avoid
mutual interference. In this study, we propose embedding
watermark bits and synchronization codes within separate
DWT subbands. This arrangement offers additional ad-
vantages other than an increase in payload capacity. For
example, the successful detection of synchronization codes
in one subband can signify the presence of a data se-
quence in another subband.

Assume that the second-level detail subband has been
selected as the embedding target. The derivation of a de-
tail coefficient sequence can be imagined as a process of
high-pass filtering and subsequent downsampling; hence,
the spectral orientation is reversed for the detail coeffi-
cients. To flip the spectrum back to its normal direction,
we simply alter the sign of the odd index coefficients, as
follows:

ĉd
2ð Þ
κk þ ið Þ ¼ −1ð Þicd2ð Þ

κk þ ið Þ; ð9Þ

where cd
2ð Þ κk þ ið Þ denotes the ith coefficient in the kth

subgroup of the second-level detail subband. The DWT
level is specified in the superscript alongside the coeffi-
cient variable. The subscript “d” denotes the initial of
the word “detail.” Note that the spectral energy of speech
signals is normally concentrated in low frequencies,
and AMM tends to track low-frequency variations.
Once Eq. (9) restores the energy distribution in the low
frequencies, spectral flipping enables the rendering of larger
quantization steps that eventually enhances robustness.
In our design, the synchronization code is a random

binary sequence φ(i) ∈ {0, 1} of length Lcode. Each φ(i) bit
is inserted into lsync coefficients in the second-level de-
tail subband. We tentatively choose Lcode = 120, lsync = 4,
and η = 10 to provide adequate resistance against pos-
sible attacks. The overall length of the synchronization
code covers an interval of lsync × Lcode (=480) coeffi-
cients. Variable α used in the recursive filter is set to 0.9
in order to render a slowly varying estimate of the short-
time energy. The search for subgroup demarcation is on
a sample-by-sample basis. Because the second-level de-
tail coefficients are derived from a signal of which the
length is four times the coefficient amount, we conduct
four times of DWT decomposition respectively from the
first to fourth position of the speech signal and then attach
the resultant coefficient sequence to every sample loca-
tion. While detecting the presence of synchronization
codes, we switch around the four sequences as the process
proceeds from sample to sample. Specifically, for every
replacement of a new coefficient in one of the four se-
quences, we regroup lsync coefficients and recompute
the short-time energy. After obtaining the coefficient
mean and quantization step for each subgroup, we ac-
quire binary bit bw(i) using Eq. (8). The synchronization
code is then detected using a matched filter. The entire
computation proceeds through three steps. First, the
information bit sequence and synchronization code are
both converted to bipolar form. Second, the extracted
bipolar stream is convolved with the reversed version
of the bipolar-converted synchronization code. Third, the
presence of the synchronization code is presumed when-
ever the filter output y(i) exceeds threshold T, which is set
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as 0.45Lcode. The following inequality summarizes the
aforementioned three steps.

y ið Þ ¼
X
n¼0

Lcode−1

2φ Lcode−1−nð Þ−1ð Þ 2bw i−lsyncn
� �

−1
� �

≥
?

T ¼ 0:45Lcode:

ð10Þ
As shown on the left side of Eq. (10), the bipolar

stream is decimated by lsync during convolution due to
the fact that each bit stems from every lsync coefficient.
There can be two types of error during the search for
synchronization codes. A false-positive error (FPE) in-
volves declaring a non-embedded speech signal as an
embedded one, whereas a false-negative error (FNE) in-
volves classifying an embedded speech signal as a non-
embedded one.
Assuming that the extracted watermark bits are inde-

pendent random variables with probability Pe, then FPE
Pfp can be computed as follows:

Pf p ¼
XLcode
k¼T ′

Lcode
k

� �
Peð Þk 1−Peð ÞLcode−k ; ð11Þ

where k denotes the number of matched bits in a total

of Lcode bits.
Lcode
k

� �
represents the binomial coeffi-

cient. The threshold T and the number of matched bits
T' hold the relationship as T' = (Lcode − T)/2, because T is
the summed result of T' matched bits and Lcode −T' un-
matched bits.

T ¼ þ1ð Þ � T ′ þ −1ð Þ � Lcode−T ′
� �

; ð12Þ
where a matched bit corresponds to +1 and an un-
matched bit corresponds to −1. Since non-embedded
bits are either 0 or 1 with pure randomness, Pe is as-
sumed to be 0.5. Thus, Eq. (11) can be further simpli-
fied as

Pf p ¼ 1

2Lcode

XLcode
k¼T

Lcode
k

� �
: ð13Þ

Given that Lcode = 120 and T = 0.45Lcode =54, Pfp turns
out to be 4.34 × 10−7, which implies that FPE rarely hap-
pens while using the presumed parameter setting.
Analogous to the discussion on the derivation of FPE,

the FNE Pfn can be computed as

Pf n ¼
X
k¼0

T−1
Lcode
k

� �
1−PBERð Þk� PBERð ÞLcode−k

¼
XLcode
k¼T

Lcode
k

� �
PBERð Þk � 1−PBERð ÞLcode−k ; ð14Þ

where PBER denotes the error rate for each bit. According

to Eq. (14), Pfn remains below 0.982 even if PBER is as high
as 0.2.

3 Watermarking with package synchronization
In Sections 2 and 3, we discuss the DWT-AMM framework
and its application to watermark synchronization. Further
considerations must be taken into account in the develop-
ment of a practical speech watermarking system. It has
been pointed out in the introduction that a speech signal
exhibits several distinct acoustic characteristics, which dif-
ferentiate the speech from other types of audio. Unlike
most music signals, silent segments commonly occur in
speech utterances. The insertion of watermark bits into si-
lent segments would render them vulnerable to noise per-
turbation and susceptible to attacks through the simple
removal of silence. Thus, we developed an energy-based
scheme to enable the selection of frames for the embedding
of watermarks and synchronization codes. One general
principle in watermarking is to hide information among
large coefficients in the transformed domain, because this
enables the employment of stronger embedding to resist at-
tacks with less concern for imperceptibility.
The energy of a speech signal is normally concentrated

below 4 kHz. To make the best use of DWT decompos-
ition, we selected the second-level approximation subband
for the embedding of binary information and reserved the
second-level detail subband for frame synchronization on
condition that the speech is sampled at 16 kHz. After tak-
ing two-level DWT of the host signal, the coefficients in
the second-level approximation and detail subbands are
both partitioned into non-overlapping frames of size Lf.
In this study, Lf is tentatively set to 160 to facilitate sub-
sequent scheme development. Then, we calculate the
root-mean-square (RMS) values, termed σa(t) and σd(t),
respectively, for the second-level approximation and detail
subbands.

σa tð Þ ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1
Lf

XLf
i¼1

ca
2ð Þ i; tð Þ

� 	2

vuut ; ð15Þ

σd tð Þ ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1
Lf

XLf
i¼1

cd
2ð Þ i; tð Þ

� 	2

vuut ; ð16Þ

where ca 2ð Þ i; tð Þ and cd 2ð Þ i; tð Þ are respectively the ith
second-level approximation and detail coefficients in the
tth frame. Let ψa and ψd be the corresponding thresh-
olds, which are assigned as ratios proportional to the
maximum values. The frames with RMS values exceeding
pre-specified thresholds are selected for watermarking.
This type of frame selection can be expressed as follows:
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Λ tð Þ ¼ }embeddable}; If σa tð Þ≥ψa & σd tð Þ≥ψd;
}non‐embeddable}; otherwise;




ð17Þ
with

ψa ¼ 0:035max σa tð Þf g; ð18Þ
ψd ¼ 0:04max σd tð Þf g: ð19Þ

The frame attribute Λ(t) is categorized as “embeddable”
if both σa(t) and σd(t) surpass their respective thresholds.
Figure 1 illustrates the process of searching embeddable

frames within a speech signal. In Fig. 1e, the frame is cate-
gorized as embeddable, as long as the corresponding ap-
proximation and detail coefficients are of sufficiently large
magnitude to allow the embedding of watermark bits and
synchronization codes. The insertion and detection of

synchronization codes are illustrated in Fig. 2. In this ex-
ample, the synchronization code is embedded in four
places, each spanning an interval of three frames. The four
embedding segments are rendered in red in (b). As indi-
cated by the four sharp peaks precisely at the ends of the
red areas, the output of the matched filter is sufficient to
identify the synchronization code. For a segment compris-
ing consecutive embeddable frames, the synchronization
code is inserted only within the first three frames in the
second-level detail subband, whereas binary embedding is
applied to every embeddable frame in the approximation
subband.
Depending on the number of frames available for data

hiding, we divide the watermark bits into several packages,
each containing a header in conjunction with a series
of watermark bytes. The implantation of a complete
synchronization code requires an interval stretching

Fig. 1 a–e Illustration of searching for embedding frames. The embeddable frames are indicated by symbol “⨁”
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480 coefficients; therefore, only the speech segments
extending beyond three consecutive frames are used as
watermark packages. During the embedding phase, the

DWT-AMM settings are la
2ð Þ ¼ 20 and ηa

2ð Þ ¼ 20 for
watermark embedding in the approximation subband

and ld
2ð Þ ¼ 4 and ηd

2ð Þ ¼ 10 for synchronization in the de-
tail subband. The subscripts “a” and “d” alongside the
variables represent subband attributes. In accordance
with these specifications, each frame in the approxima-
tion subband carries 8 bits of information. Thus, for a
wideband speech signal sampled at 16 kHz, the maximum
payload capacity would be 200 (=16000/(22 × 20)) bits per
second (bps).
The header of each package consists of a 15-bit message

produced by a [11, 15] BCH encoder [39]. The message
contains information in two parts: 7 bits indicating the allo-
cated position and 4 bits specifying the total length. This
means that there are 27 starting positions that could be
assigned. The length of data allowable in each package
stretches from 1 to 16 bytes. The maximum size of water-
mark bits that can be accommodated is 8 × 27. Through the
BCH encoder, the 11-bit message is appended with a parity
symbol to form a code of length 15. The resulting BCH
code is capable of correcting 1 bit error.
Figure 3 illustrates the means by which embeddable

frames are configured for various lengths of data. The start

Fig. 2 a, c Detection of the synchronization code from a noise-corrupted speech signal with SNR = 30 dB. The leading three frames in each
embeddable segment are particularly drawn in red in b

Fig. 3 Bit arrangement in each package. The BCH code contains 7
“S” bits for the location index, 4 “L” bits for the package length, and 4 “P”
bits for the parity symbol. The remaining “Ws” represent watermark bits
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locations of embeddable segments implicitly synchronize
the time windows for the embedding and extraction of
the watermark. The watermark is tentatively selected as
a binary image logo of size 32 × 32 with an equal num-
ber of “1s” and “0s”. To reinforce security, we scram-
bled the watermark using the Arnold transform [40]
and then converted it to a 1-D bit sequence. The bit se-
quence was then divided into packages of various size
matching the lengths of the embeddable segments in
different locations. Multiple watermarks can be embed-
ded as long as the speech file is of sufficient length.
When reconstructing the watermark, we employ a ma-
jority voting scheme to verify each retrieved bit in cases
where multiple copies are received.
To conclude this section, Fig. 4 outlines the processing

flow of the proposed watermarking method. The required
steps are summarized as follows:

Step 0 Scramble the watermark logo using an encryption
key and convert the results to a bit stream.

Step 1 Decompose the host speech signal using two-
level DWT.

Step 2 Seek embeddable segments.
Step 3 Implant the synchronization code into the first

three frames of an embeddable segment in the
second-level detail subband.

Step 4 Partition the watermark bit sequence into packages
in accordance with the size of the embeddable
segment. The location and size of each watermark
package are saved as a 15-bit message using a (15,11)
BCH encoder, and the resulting BCH code is combined
with scrambled watermark bits to form a package.

Step 5 For each embeddable segment, the packaged bits
are embedded within the approximation coefficients
using AMM.

Fig. 4 Embedding procedure of the proposed DWT-AMM watermarking algorithm
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Step 6 Repeat steps 3~5 if the end of the file is reached;
otherwise, perform a two-level inverse DWT to at-
tain a watermarked speech signal with
synchronization information inside.

Watermark extraction follows the same procedure as
that used in embedding. Figure 5 provides an illustrative
depiction of the process, as briefly outlined in the
following:

Step 1 Decompose the host speech signal using two-
level DWT. To take every sample shift into account,
we need to perform two-level DWT four times start-
ing from the first to fourth position.
Inspect the segment beginning with current sample i.
Detect the synchronization code using the technique
developed in Section 4. If the synchronization code is
present, go to step 3; otherwise, move one sample
forward (i← i + 1) and repeat step 2.

Step 3 Extract the bits residing in each package using
AMM. The located position of the retrieved
watermark bits is resolved from the BCH decoder.
Update the current index i to the new position.

Step 4 If the index reaches the end, go to step 5.
Otherwise, go to step 2.

Step 5 Adopt the majority vote strategy to determine
the ultimate value of each bit.

Step 6 Convert the 1-D bit sequence to a matrix and
apply the inverse Arnold transform to descramble
the matrix using the correct key.

4 Performance evaluation
The test materials consisted of 192 sentences uttered by 24
speakers (16 males and 8 females) drawn from the core set
of the TIMIT database [41]. Speech utterances were re-
corded at 16 kHz with 16-bit resolution. For the conveni-
ence of computer simulation, speech files belonging to the
same dialect region were concatenated to form a longer file.
Since each speech utterance was recorded separately, the
maximum amplitude of each file was uniformly rescaled to
an identical level to maintain consistent intensity. The
watermark bits for the test were a series of alternate 1s and
0s of sufficient length to cover the entire host signal.

4.1 Smoothing factor for the recursive filter
Our initial concern lies in the choice of an appropriate
value for variable α used in the recursive filtering (i.e.,
Eq. (4)) of the DWT-AMM framework. The recursive filter
is meant to render a smooth estimate of short-time energy.
To understand the influence of variable α, we conducted a
pilot test examining the watermarked speech in the
presence of white Gaussian noise with signal-to-noise
set at 20 dB. The testing set included an arithmetic

Fig. 5 Extraction procedure of the proposed DWT-AMM watermarking algorithm
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sequence ranging from 0.3 to 0.975 in increments of
0.025. We measured the variations in signal-to-noise ratio
(SNR), mean opinion score of listening quality objective
(MOS-LQO), and bit error rate (BER) under changes in α.
Among the three abovementioned measures, SNR and
MOS-LQO reflect the impairment of quality due to water-
marking, while BER indicates the robustness of the em-
bedded watermark against possible attacks. The definition
of SNR is given as follows:

SNR ¼ 10 log10

X
n

s2 nð Þ
X
n

ŝ nð Þ−s nð Þð Þ2

0
B@

1
CA; ð20Þ

where s(n) and ŝ(n) denote the original and watermarked
speech signals, respectively. MOS-LQO is the consequence
of the perceptual evaluation of speech quality (PESQ)
metric [42], which was developed to model subjective tests
commonly used in telecommunications. The PESQ assesses
speech quality on a −0.5 to 4.5 scale. A mapping function
to MOS-LQO is described under ITU-T Recommendation
P.862.1, covering a range from 1 (bad) to 5 (excellent).
Table 1 specifies the MOS-LQO scale. In this study, we
adopted the implementation released from ITU-T web-
site [43].
To determine the effect on robustness, we examined the

BER between the recovered watermark ~W ¼ ~wnf g and
the original watermark W = {wn}:

BER W ; ~W
� � ¼

XNw

n¼1

wn⊕~wn

Nw
; ð21Þ

where Nw denotes the number of watermark bits.
Figure 6 presents the average BER, SNR, and MOS-LQO

obtained from the test set with the parameters la
2ð Þ ¼ 20

and ηa
2ð Þ ¼ 20. In this experiment, non-embeddable frames

were not excluded from average calculation. The obtained
MOS-LQOs were therefore slightly lower than that attained
by the actual watermarking scheme, and the resulting BERs
were somewhat higher than the outcomes involving merely
the embeddable frames. As shown in Fig. 6, the average
BER, SNR, and MOS-LQO remain roughly steady when
α < 0.5 and gradually descend with an increase in α.

The increasing tendency become increasingly obvious
once α exceeds 0.8. The lower SNR values at α > 0.9
can be attributed to the fact that the computation of ρk
refers more to previous data than recent data. This
often results from large quantization steps at the end of
a speech segment where the volume drops abruptly. A
lower SNR also implies a more pronounced modification
to the speech signal; therefore, the MOS-LQO presents a
downward trend. In subsequent experiments, we eventu-
ally set α to 0.8 for embedding watermark bits, as this
achieves suitable BER and SNR values without deviating
MOS-LQO too far from a desirable score.

4.2 Detection rate of synchronization codes
In Section 2.2, we discuss how to embed and detect
the synchronization codes in the second-level detail
subband. All the theoretical analysis in that section is
deduced from a probability aspect. Here, we present
the experiment results with respect to the test mate-
rials. In accordance to the rule given in Section 3,
there were 781 speech segments selected for embed-
ding synchronization codes over a length of 9,229,695
samples in total (or equivalently, 576.86 s). The em-
bedding of synchronization codes as per the specifica-
tions in Section 2.2 led to a SNR of 27.73 dB and a
MOS-LQO score of 4.35. The competence of the pro-
posed method was verified by inspecting the frequency
counts of miss and false alarm in the presence of vari-
ous attacks. The attack types in this study involved re-
sampling, requantization, amplitude scaling, noise
corruption, low-pass and high-pass filtering, DA/AD
conversion, echo addition, jittering, and compression.
Table 2 lists the details of these attacks. The time-shifting
attack considered in case N is intended to find out the
consequence if frames are slightly misaligned. This par-
ticular attack is not designed for the synchronization test
but will be examined in the evaluation of watermarking
performance. For the other attack types ranging from A to
M, the test results are tabulated in Table 3.
As revealed by the results in Table 3, the false alarm

events seldom occurred because of the choice of a relative
high detection threshold, i.e., T = 0.45Lcode = 54. The pro-
posed synchronization technique survived most attacks ex-
cept for high-pass filtering above 1 kHz. The reason can be
attributed to the fact that the synchronization codes are
inserted into the second-level detail subband, of which the
spectrum is primarily distributed from 2 to 4 kHz. Conse-
quently, obliterating the frequency components above
1 kHz will ruin the synchronization. Apart from the high-
pass filtering, the noise corruption with SNR= 20 dB was
another attack that caused obvious damage. Nonetheless,
the miss rate 66/781 is still considered acceptable since over
91.5% of the package locations are recoverable.

Table 1 Speech quality characterized by MOS-LQO scores

Numerical indication Perceived quality

5 Excellent

4 Good

3 Fair

2 Poor

1 Bad
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4.3 Comparison with other WT-based watermarking
methods
This study compared the performance of three wavelet
transform (WT)-based speech watermarking methods,
namely, DWT-SVD [4], LWT-DCT-SVD, [3] and the
proposed DWT-AMM. For the sake of a fair comparison,
the watermark bits were embedded in the second-level ap-
proximation subband using an identical payload capacity
of 200 bps for all three methods. It should also be noted
that the idea of embedding the watermark bits and
synchronization codes within different subbands is applic-
able to any wavelet-based method. We assumed that the
second-level detail subband was reserved for the embed-
ding of synchronization codes in all cases to ensure that
each method was equally capable of resisting cropping
and/or time-shifting attacks. Only frames satisfying the
conditions in (17) were used to embed binary information.
Furthermore, in order to provide more insights into the
proposed DWT-AMM approach, we also implemented
watermark embedding at a rate of 100 bps with respect to
the third-level approximation and detail subbands, both
of which were obtained by splitting the second-level ap-
proximation subband. The parametric settings followed
those in the second-level approximation subband. That is,

la
3ð Þ ¼ ld

3ð Þ ¼ 20 and ηa
3ð Þ ¼ ηd

3ð Þ ¼ 20.

The quality of the watermarked speech signal obtained
using the abovementioned methods was evaluated based
on SNR and PESQ. We intentionally adjusted the pa-
rameters of the three methods to permit SNR values
nearby 22 dB, which is above the level (20 dB) recom-
mended by International Federation of the Phonographic
Industry (IFPI) [28]. The commensurate SNR values also
imply the use of comparable embedding strengths for all
three methods. As shown in Table 4, the MOS-LQO
values for DWT-SVD, LWT-DCT-SVD, and DWT-AMM
were distributed over a range just above 3.2. These out-
comes suggest that these three methods render compar-
able quality. Nonetheless, the score of 3.2 merely reflects a
fair auditory perception. The cause is conceivably con-
nected with the embedding strength and payload capacity.
For the DWT-AMM implemented in the third-level ap-
proximation subband with a payload capacity of 100 bps,
the average MOS-LQO value has been raised above 4.0.
The MOS-LQO score could be further lifted beyond 4.2
when the DWT-AMM was applied to the third-level detail
subband with the same capacity.
We examined the BER defined in Eq. (21) to evaluate

the robustness of the algorithms against various attacks
previously specified in Table 2. Table 5 presents the
average BERs obtained by each of the methods in the
presence of various attacks. All three methods successfully

Fig. 6 The effect due to the use of various αs. Subplot a presents the SNRs observed in the second-level approximation subband and time-domain signal.
Subplot b delineates the MOS-LQO scores. Subplot c is the result when the watermarked speech is corrupted by white Gaussian noise with SNR = 20

Hu et al. EURASIP Journal on Audio, Speech, and Music Processing  (2017) 2017:10 Page 11 of 14



retrieved the watermark when no attack was present. All
of them demonstrated comparable satisfactory resistances
against G.722 and G.726 codecs. They also survived low-
pass filtering (I) and resampling, due to the fact that these
two attacks do not have a severe effect on coefficients in
the second-level approximation subband. For the same
reason, these three methods did not pass the high-pass fil-
tering attack, by which the low-frequency components
below 1 kHz were destroyed. The low-pass filtering with a
cutoff frequency of 1 kHz inflicted obvious damage on
DWT-SVD and LWT-DCT-SVD; however, only minor
damage was observed in the results of DWT-AMM. This
can be ascribed to the use of the statistical mean for
watermarking.
In cases involving echo addition (Attack J) and slight

time-shift (Attack N), DWT-AMM outperformed DWT-
SVD and LWT-DCT-SVD, due primarily to its adaptability

to signal intensity. Adaptively adjusting the quantization
steps also enables DWT-AMM to withstand amplitude
scaling attacks. By contrast, both DWT-SVD and LWT-
DCT-SVD failed in the case of amplitude scaling, due to
the use of a fixed quantization step.
The addition of Gaussian white noise with SNR con-

trolled at 30 and 20 dB did not appear to cause any
problems for DWT-SVD or LWT-DCT-SVD; however,
DWT-AMM suffered minor deterioration. The reason is
conceivably due to the imperfect acquisition of quantization
steps from noise-corrupted speech. Requantization can be
regarded as a type of noise corruption [44]; therefore,
DWT-AMM is also subject to performance degradation.
The same explanation applies to the results obtained under
DA/AD conversion attacks, which led to composite im-
pairment in time scaling, amplitude scaling, and noise
corruption [44]. DWT-AMM was unable to entirely
avoid damage under these conditions; however, DWT-SVD

Table 3 Detection of the embedded synchronization codes
under various attacks. Overall, the synchronization code has
been embedded in 781 speech segments over a length of
9,229,695 samples in total

Attack type Number of misses Number of false alarms

0. none 0 1

A 2 3

B 0 3

C 3 2

D 756 0

E 0 1

F 0 1

G 0 1

H 66 3

I 1 1

J 0 2

K 0 2

L 0 2

M 0 0

Table 4 Statistics of the measured SNRs and MOS-LQO scores.
The data in the second and third columns are interpreted as
“mean [±standard deviation].” The payload capacity for each
method is listed in the last column

Watermarking method SNR [dB] MOS-LQO Payload (bps)

DWT-SVD 21.844 [±0.888] 3.260 [±0.108] 200

LWT-DCT-SVD 21.985 [±0.910] 3.209 [±0.119] 200

DWT-AMM 21.932 [±0.210] 3.254 [±0.212] 200

DWT-AMMa
(3) 22.872 [±0.350] 4.006 [±0.110] 100

DWT-AMMd
(3) 30.611 [±1.112] 4.238 [±0.045] 100

Table 2 Attack types and specifications

Item Type Description

A Resampling Conducting downsampling to 8 kHz and then
upsampling back to 16 kHz.

B Requantization Quantizing the watermarked signal to 8 bits/
sample and then back to 16 bits/sample.

C Low-pass
filtering (I)

Applying a low-pass filter with a cutoff
frequency of 4 kHz.

D Low-pass
filtering (II)

Applying a low-pass filter with a cutoff
frequency of 1 kHz.

E High-pass
filtering

Applying a high-pass filter with a cutoff
frequency of 1 kHz.

F Amplitude
scaling

Scaling the amplitude of the watermarked
signal by 0.85.

G Noise
corruption (I)

Adding zero-mean white Gaussian noise to the
watermarked audio signal with SNR = 30 dB.

H Noise
corruption (II)

Adding zero-mean white Gaussian noise to the
watermarked audio signal with SNR = 20 dB.

I DA/AD
conversion

Converting the digital audio file to an analog
signal and then resampling the analog signal at
16 kHz. The DA/AD conversion is performed
through an onboard Realtek ALC892 audio
codec, of which the line-out is linked with the
line-in using a cable line during playback and
recording.

J Echo addition Adding an echo signal with a delay of 50 ms
and a decay to 5% to the watermarked audio
signal.

K Jittering Randomly deleting or adding one sample for
every 100 samples within each frame.

L G.722 speech
coding

Encoding and decoding the watermarked
speech signal with a G.722 wideband audio
codec at 64 kbps.

M G.726 speech
coding

Encoding and decoding the watermarked
speech signal with a G.726 wideband audio
codec at 32 kbps.

N Time-shift by 1
sample

Purposely shifting the watermarked audio signal
by one sample.
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and LWT-DCT-SVD suffered even more due to a lack of
amplitude scaling.
For the two 100-bp versions of DWT-AMM, the one

implemented in the third-level approximation subband,
termed DWT‐AMMa

3ð Þ , generally exhibited superior ro-
bustness in terms of BER, and yet, the resultant MOS-
LQO is above 4.0. The reduction of BER is ascribed to
the fact that the watermark embedding is performed
over a subband with higher intensity, while the imper-
ceptibility seems improvable at the cost of payload cap-
acity. By contrast, the DWT-AMM implemented in the
third-level detail subband, termed DWT‐AMMd

3ð Þ , of-
fered an average MOS-LQO of 4.238. The associated
SNR of 30.611 dB reflects a weaker embedding strength,
thus resulting in a worse BER in comparison with the
one obtained from DWT‐AMMa

3ð Þ.

5 Conclusions
This paper proposes a novel DWT-based speech water-
marking scheme. In the proposed scheme, information
bits and synchronization codes are embedded within the
second-level approximation and detail subbands, re-
spectively. The synchronization code serves in frame
alignment and indicates the start position of an enciphered
bit sequence referred to as a package. The watermarking
process is executed on a frame-by-frame basis to facilitate
detectability. Binary embedding in the second-level sub-
band is performed by adaptively modifying the mean value
of the coefficients gathered in each subgroup. During
watermark extraction, all fragments of binary bits are re-
trieved with the assistance of a synchronization scheme
and repacked according to the header content of each

package. The robustness of the embedded watermark is
reinforced through the selection of frames with sufficient
intensity. The proposed formulation makes it possible to
specify the embedding strength in terms of the SNR of the
intended subband. Specifically, the quantization steps can
be acquired from the speech signal by referring to the
energy level of the passing coefficients in a recursive
manner.
The watermarking scheme outlined in this paper has a

maximum rate of 200 bps. PESQ test results indicate
that the proposed DWT-AMM renders speech quality
comparable to that obtained using two existing wavelet-
based methods. With the exception of attacks that com-
promise the retrieval of quantization steps, the proposed
DWT-AMM generally outperforms the compared methods.
Overall, the proposed DWT-AMM demonstrates satis-
factory performance. The incorporation of the package
synchronization scheme allows the splitting of the
watermark to cope with the intermittent characteristic
of speech signals.

Acknowledgements
This research work was supported by the Ministry of Science and Technology,
Taiwan, Republic of China, under grants MOST 104-2221-E-197-023 & MOST
105-2221-E-197-019.

Authors’ contributions
In this research work, HTH and LYH jointly developed the algorithms and
conducted the experiments. HTH was responsible for drafting the
manuscript. SJL provided valuable comments and helped to improve the
manuscript. All authors have read and approved the final manuscript.

Competing interests
The authors declare that they have no competing interests.

Table 5 Average bit error rates (in percentage) for three compared watermarking methods under various attacks

Attack type DWT-SVD LWT-DCT-SVD DWT-AMM DWT-AMMa
(3) DWT-AMMd

(3)

0. none 0.00 0.00 0.00 0.00 0.00

A 0.00 0.00 0.00 0.00 0.03

B 0.00 0.00 0.76 0.50 0.95

C 0.00 0.00 0.00 0.00 0.03

D 19.57 25.07 3.66 0.21 49.45

E 50.05 29.06 49.68 46.61 8.96

F 46.33 31.82 0.00 0.00 0.00

G 0.00 0.00 0.73 0.34 1.38

H 0.00 0.00 3.46 1.56 9.32

I 53.14 57.48 1.69 0.82 4.08

J 1.22 1.92 0.02 0.01 0.01

K 2.21 3.43 0.94 0.86 10.92

L 1.07 0.83 0.91 0.70 2.22

M 0.58 0.33 0.81 0.53 2.55

N 5.35 14.47 1.64 0.67 28.80
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